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Dear reader,

You hold in your hands the results of the first
project of the OSCE Network of Think Tanks
and Academic Institutions, which was created
in 2013.

This study, called “Threat perceptions in the
OSCE area”, analyzes and compares the threat
perceptions of 18 governments of the OSCE
participating States. It is based on country
reports from institutions and think tanks from
all over the OSCE area.

Three specific points of this study should be
highlighted.

First, its conclusions. One of the main
conclusions is the prominence of perceived
domestic threats combined with questions
about the efficiency and legitimacy of
governance. The common denominator is
concern about weak, insufficient and/or
worsening governance capacities and this
concern is shared by all types of countries.

Second, the timeliness of the report. While the

With our best regards,

Ambassador Heidi Grau
Head of the OSCE Chairmanship Task Force

Swiss Federal Department of Foreign Affairs
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interviews and country reports started to be
drafted before the events in the Ukraine, this
study also includes some initial considerations
about the impact of these events on the threat
perception of several OSCE participating States.
The study shows that a new level of divergent
perceptions of military and other external
threats has emerged in the OSCE area.

Third, its relevance for the Helsinki + 40 process.
The so-called “Helsinki + 40” was launched in
2012 at the Ministerial Council in Dublin. Eight
co-ordinators were nominated and have started
their work on the eight thematic clusters chosen
for the process. Some of the proposals made in
the recommendations are thought-provoking.
They provide interesting inputs for the follow-
up of the process, especially in light of the
current events in the OSCE area.

While this report does not necessarily reflect
the positions of the Swiss Chairmanship of
the OSCE and the German Federal Foreign
Office, we think it is thought-provoking, very
interesting and timely reading,

Ll

Mr. Thomas E. Schultze
Head of the OSCE, CoE Division

German Federal Foreign Office






Executive Summary

The current report on “Threat Perceptions in

the OSCE Area” presents the results of the first
project of the “OSCE Network of Think Tanks
and Academic Institutions”. The subject of this
study is an analysis of a broad spectrum of
threat perceptions that governments have and

a comparison among them. This may provide
background information for the OSCE’s Helsinki
+ 40 process.

The present report is based on 18 country
reports from institutes and think tanks of
participating States that are well distributed
over the OSCE area. As almost all country
reports were completed in late January and early
February 2014, a separate chapter was added in
an attempt to follow possible changes in threat
perceptions in the wake of the Ukrainian crisis.

Domestic threats The real surprise of this study
is the salient prominence of perceived domestic
threats combined with questions about the
efficiency and legitimacy of governance. The
common denominator is concern about weak,
insufficient and/or worsening governance
capacities. This concern is shared by all kinds of
countries. For the transformation states, the key
concern is weak institutions. For the EU states,
the key concern is the multiple consequences

of the economic and financial crisis. For larger
states, perceptions of internal threats are linked
to neighbouring regions. For the U.S., it is
related to a partial loss of global leadership.

Transnational threats Although all states
analyzed harbour perceptions of transnational
threats, their strength and the urgency to
address them are quite unevenly distributed.
Almost all of the more developed states feel
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strong enough to deal with these perceived
threats. On the other hand, those states which
face the most serious domestic challenges are
also hardest hit by transnational threats.

Military threats States perceive a broad
spectrum of military threats ranging from “no
threat” to “outstanding threat”. While the large
majority of the states in our sample reported

» o«

“no threat”, “minimal threat” or “threat unlikely”
perceptions, two states involved in conflicts,
Georgia and Greece, perceived an outstanding
direct military threat by Russia and by Turkey,
respectively. The Polish perception of politico-
military threats is somewhere in the middle,
stressing the need to build up the country’s
political and military capacity to address

potential external threats.

The Ukraine crisis The Ukrainian / Crimean
crisis has led to a new level of divergent
perceptions of military and other external
threats. This divergence is by no means new.
Rather, it has built up in waves of crises from
Kosovo in 1999 to Georgia in 2008 and Ukraine
in 2014, interrupted by attempts to re-establish
pan-European co-operation, such as the OSCE’s
Corfu process.

Altogether, the convergence in the perception
of domestic and transnational threats, which
would allow for more and deeper co-operation,
interacts with divergent perceptions of military
and other external threats that might hamper
co-operation and incite unilateral behaviour.
While it is idle to speculate which tendency
might become stronger over time, it remains
the task of the OSCE to provide a forum for
discussion and to foster co-operation.



Recommendations

The Helsinki + 40 process is currently the
OSCE’s main format for informal consultations.
This kind of communication should be
maintained in difficult times. However, one
cannot continue with a routine dialogue as if
nothing had happened. Therefore, the Helsinki

+ 40 process should include the key questions of
the current disputes while searching for options
for future co-operation. The following items
could be addressed:

First, the participating States could discuss the
surprising convergence and also, in part, the
divergence of perceptions of different kinds of
threats that have been described and analyzed
in this report.

Second, the participating States should look for
ways in which the normative consensus within
the OSCE might be re-strengthened.

Third, the participating States could discuss
preventing the formation of dividing lines
between existing and emerging political-
economic groupings and consider whether this
represents a way to make the vision of a Euro-
Atlantic and Eurasian security community more
concrete.

Fourth, the participating States could discuss
steps to conceptualize and concretize the role
of the OSCE as a regional arrangement under
Chapter VIII of the UN Charter.

Fifth, the participating States could discuss how
to achieve a more structured approach to better
satisfy the various needs of different groups of
participating States in addressing domestic and
transnational threats and challenges.

Sixth, the participating States could look for
ways and means to reform the OSCE'’s field
operations, adapting them to changed needs.

None of these suggestions will provide an
easy return to the status quo ante before

the events in Ukraine. However, even under
difficult conditions, there is no alternative

to communication and, where possible, co-
operation, within the framework of the OSCE.



Foreword

The current report on “Threat Perceptions in
the OSCE Area” presents the results of the first
project of the “OSCE Network of Think Tanks
and Academic Institutions”. The subject of this
study is an analysis of a broad spectrum of
threat perceptions that governments have and
a comparison among them. This will provide
background information to and thus facilitate

discussions in the OSCE’s Helsinki + 40 process.

This is important because many perceived
threats are not formulated in the official
discourse. Thus, the report aims at providing
more clarity and transparency.

This report analyzes threat perceptions that
governments have and not any “objective
threats” defined by whomever. There will also be
no analysis of whether the threats perceived by
this or that government are “true” or “realistic”.
However, explanations by government officials
and experts on the nature, quality and origin of
the threat perceptions, as given in interviews,
will be taken into account.

The present report is based on 18 country
reports from institutes and think tanks of
participating States that are well distributed
over the OSCE area. Thus, the report cannot
claim to be representative in a strict sense,

but gives good insight into the threat-related
thinking of governments in different parts of the
OSCE area.

As almost all country reports were completed
in late January and early February 2014, they
neither cover the dramatic events at the Kyiv
Maidan in mid- and late-February nor the

subsequent conflict over Crimea. Therefore, we
have added a separate chapter (4) that attempts
to follow any possible changes in threat
perceptions. Chapter 4 builds on additional
material provided by most participating
institutes by the end of March.

The country studies provide the empirical
basis for the present report that draws almost
exclusively on them. The country studies
have been shared among all 20 institutes
participating in this project. However, there
is no intention of publishing them within the
framework of the OSCE Network — reviewing
more than 400 pages of analysis represents
an effort far beyond the project’s budget. The
country studies are simply cited as “Dutch
Study” or “Russian Study” etc.

A draft of the present report, elaborated by
Wolfgang Zellner (CORE), was circulated
among the 20 institutes in March 2014 and
discussed at a workshop in Vienna on 31 March
and 1 April and again on 1/2 April 2014 at

a subsequent meeting of an editorial group
comprising Barend ter Haar, Walter Kemp,
Philip Remler (for Jim Collins), Andrei Zagorski,
Wolfgang Zellner and, in supporting roles,
Ursula Froese from the OSCE Secretariat, and
Frank Evers (CORE). After many suggestions
were incorporated, a second draft was circulated
on 9 April and the final product was completed
by 17 April 2014.

The elaboration of the present study would
not have been possible without the generous
support of the Swiss Federal Department of



Foreign Affairs, the German Federal Foreign
Office, and the Ministry for Foreign Affairs

of Finland. The authors and the participating
institutes express their sincere gratitude for the
financial and intellectual support received.



Terminological and Methodological

Deliberations

The analysis of threat perceptions raises a
number of terminological and methodological
problems that will be briefly addressed here as
will the solutions we found for our study.

Who speaks?

The chapters 1 to 4 are strictly based on the
materials provided by the country studies,
official documents and interviews with experts
within or outside of governments. If documents
are addressed, their substance can be attributed
to the government or ministry mentioned. If
interviews are quoted, their substance cannot
necessarily be attributed to the respective
government. And finally, the conclusions and
recommendations in chapter 5 are those of the
authors of this report and cannot be attributed
to any government.

Defining the term “threat”

The term “threat” is used without any definition
in OSCE documents. A good example is

the 2003 OSCE Strategy to Address Threats

to Security and Stability in the Twenty-

First Century (Maastricht Document) that
refers to “threats” that “are transnational in
character” without explaining either of these

1 OSCE Strategy to Address Threats to Security and Stability in
the Twenty-First Century, in: Organization for Security and Co-
operation in Europe, Eleventh Meeting of the Ministerial Council, 1
and 2 December 2003, MC.DOC/1/03, Maastricht, 2 December 2003,
para. 7. OSCE documents are available at: http://www.osce.org.

terms. The Dutch Study “defined a threat as
any phenomenon that can have a negative
influence on the wellbeing of a country and its
inhabitants” and explains: “The term ‘threat’ is
traditionally used to denote an external, purely
negative phenomenon that simply has to be
stopped or defeated” (Dutch Study) Here, the
Finnish Study adds that

“[t]hreat’ as a singular, overriding or leading
term seems too rude or simplistic to signify
today’s complex set of phenomena. One
solution is to place security questions

under the umbrella concept of challenge”
and “to distinguish between threat, risk

and uncertainty as challenges to security”
(Finnish Study)

The Mongolian Study points to the fact that

“a threat can mean a harmful object [...], a
phenomenon [...], a process, results [...], a
situation [...] or an intervention” (Mongolian
Study). This implies that “threats” can result
from the activities of identifiable actors (military
threat), but they can also represent the indirect
consequences of the activities of a multitude

of actors (climate change) or even the result

of processes without human causality (natural
disasters).

In the scholarly literature, which cannot be
discussed here in detail, we find a rich array
of attempts to differentiate among threat,
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challenge, risk, uncertainty, vulnerability, fear,
danger or concern and to relate these terms to
each other.?

The other option, which we, together with
the vast majority of our country studies, have
chosen for the present report is to use “the
term ‘threat’ [...] in a wider sense” with the
consequence that it “includes problems that
do threaten us, but cannot be easily defeated”
(Dutch Study)

Distinguishing among domestic, transnational
and external threats

More in detail, we distinguish among domestic,
transnational and external threats, or, in

the language of the U.S. Study: “The first set
comprising those threats that arise from inside
the U.S., the second comprising those arising
in other regions of the world, and the third
comprising transnational threats”

The Albanian, the Greek, the Russian and the
Ukrainian Studies handle the problem in almost
the same way. The other studies use language
that can rather easily be translated into this
simple scheme.

The categorization into domestic, transnational
and external threats also means that “external
threats” refer not only to the military
dimension, but also to a range of other issues

in which state actors are involved, such as, for
example, border delineation, trans-border water
use or kin state-minority relations. In practice it
is, as the Greek Study notes, “no longer possible

2 Cf. Hans Guinter Brauch, Concepts of Security Threats, Challenges,
Vulnerabilities and Risks, in: H.G. Brauch et al. (eds), Coping with
Global Environmental Change, Disasters and Security, Springer
Publishers, Berlin and Heidelberg 2011, pp. 61-106.

to draw a clear distinction between external
security and internal security, (Greek Study).
At the analytical level, however, we must at least
try this.

Dealing only with perceived threats

The present study deals solely with perceived
threats, not with objective threats. “[P]erceived
threats are never objective: they are external
phenomena mediated through a psychological
landscape”, as the U.S. Study puts it. Perception
“is the mechanism with which a person
evaluates inputs from the external environment
which, in turn, determines their behavioural
responses.” (UK Study) Perceptions can,
however, change and actually do so according
to changing contexts. Thus, it is advisable to be
aware that all threat perceptions are snapshots
that can change when contexts change.

Relying on sources: official documents

The two principal sources of this study are
official documents and semi-structured
interviews with governmental officials and other
experts. In dealing with official documents, one
has to keep in mind some inherent limitations
of their significance. First, as the Dutch Study
puts it,

“[o]fficial publications do not, however,
necessarily reflect the real threat perception
of governments. Governments might be
hesitant to admit that they are worried about
a threat as long as they have not decided
whether and how to respond. Governments
might, furthermore, be inclined to underplay
certain risks because they do not want to
alarm the population”.



Second, in some cases, “threats are not easily
identifiable as a distinct category” (Finnish
Study) in related documents. Third, even a
Ministry of Foreign Affairs does not necessarily
“have a ministry-wide foreign policy strategy,
let alone a government-wide foreign policy
strategy” (Dutch Study) But if there is no
integrated strategy among different state
institutions, there is probably also no uniform
perception of threats. It is likely that a number
of states will exhibit at least elements of this.
Fourth, many governmental documents dealing
with threats provide no explicit ranking of
these threats. This is reported by the German,
Latvian, Polish, Slovak and the U.S. country
studies:

“[T]he basic public document of U.S. threat
perceptions, the Statement of Record of the
annual Worldwide Threat Assessment of the
US Intelligence Community [...] is a tour
d’horizon of vulnerabilities and areas of
concern throughout the regions of the globe.
With a few exceptions, it is impossible to tell
which of these the U.S. government considers
to be most serious.”

Relying on perceptions: interviews with officials
and other experts

Because official documents alone cannot be
considered sufficient sources, supplementation
by expert interviews has been crucial. Almost all
country studies (apart from one) have worked
with interviews. In one case, interviews, which
were conducted at an earlier stage, were used. In
all other cases, the interviews were conducted
specifically for this study between November
2013 and April 2014. Between three and 27
interviews were conducted for each country

Threat Perceptions in the OSCE Area

study — on average around 14. The range of
interviewees was quite broad, going far beyond
the classic ministries of foreign affairs and
defence. In the Dutch case, representatives of
ten ministries and thirteen advisory bodies were
interviewed (cf. Dutch Study).

It is interesting to note that, in at least

two cases, the interviews led to results

that significantly differed from the official
documents. In the Latvian Study, for example,
we read: “[H]owever, the analysis of official
documents [...] leads to different conclusions
than the interviews with a number of members
of Parliament and officials from various
ministries and institutions”. And in the Dutch
Study: “[W]e noticed that, in the Netherlands,
a study of official documents leads to quite
different conclusions about threat perceptions
than the interviews we conducted”

Ranking threats

The majority of the country studies include
some ranking of the answers they got from
the interviewees. But this approach is also not
without problems, as the U.S. Study shows:

“[A]lthough most informants could provide
some rank order, they also provided frequent
revisions to the order during the course of
the interview, leading to legitimate questions
of which rank ordering really mattered more:
the order in which threats popped into their
minds or the order which, on reflection, they
thought more rational for one reason or the
other”.

As a consequence, we will use rankings provided
by the country studies, while always bearing

11
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in mind that these rankings could take on
different forms after some rounds of discussion.
More generally, this reminds us of the fact that
this report is not based on strict quantitative
methods, but on qualitative assessments. In

the words of the U.S. Study: “For these reasons
we have viewed this study as an art, not a
science, and we provide our best judgments in
organizing the thoughts of all our informants as
coherently as we can”



Threat Perceptions by

OSCE Participating States

As mentioned, we distinguish among domestic,
transnational and external threats, well
knowing that these analytical categories, which
are dealt with in the subchapters 3.1 to 3.3,

are interlinked in many ways. The analysis

of the country studies shows that we can
distinguish between two groups of countries
with significantly different patterns of threat
perceptions.

Countries with a dominant perception of
domestic and transnational threats

This first group of countries comprises the
vast majority of states, from countries in
transition to developed countries, from Albania
to Germany, Kyrgyzstan, the Netherlands,
Spain, Ukraine, the United Kingdom and the
United States, to name only a few. Despite all
the differences, the general pattern of threat
perceptions of these countries is characterized
by a mix of domestic and transnational threats.
External threats in general and military threats
in particular are perceived in different ways,
but all in all, they play a subordinate role. In
Ukraine, the security environment is perceived
as characterized by a specific merger of
domestic and external threats.

Countries with a dominant perception of
external threats

The second group comprises states involved
in violent or potentially violent conflicts — in
our sample, Georgia and Greece. For these

states, the external threat and particularly its

military dimension is absolutely dominant. All
other kinds of threats are subordinated to or
amalgamated with the perception of a strong
military threat.

Ukraine as a strategic surprise

Although the country studies were completed
by the end of January or early February 2014,
none of them foresaw the Ukrainian crisis that
came along as a strategic surprise.

3.1 Perceptions of Domestic Threats

and the Problem of Governance

The real surprise of this study is the salient
prominence of perceived domestic threats,
combined with questions of the efficiency

and legitimacy of governance. The common
denominator is concern about weak, insufficient
and/or worsening governance capacities, and
this concern is shared by all kinds of countries.
For the transformation states, the key concern
is weak institutions combined with the impact
of corruption and organized crime. For the

EU states, the key concern is the multiple
consequences of the economic and financial
crisis. For larger states, perceptions of internal
threats are linked to neighbouring regions. For
the U.S. it is related to a partial loss of global
leadership. In the light of the 2014 Ukrainian
crisis, it is worth noting that a number of
governments expressed concern about the
estrangement of sectors of the population with
different ethno-cultural and national identities,

13



increasing extremism and rising potentials for
ethno-political conflicts.

The Albanian Study comments that “the
interviews show that the causes of the

current threats identified are predominantly

of a domestic nature” (Albanian Study)

This is confirmed by the Latvian Study that
“conclude[s] that the most dangerous and
imminent threats within the threat perception
of Latvia stem from increasingly important
challenges across political, social and economic
sectors of the country” (Latvian Study) The
Finnish Study stresses that the capability of the
government and the society at large to act is
seen as much as a challenge as the domestic and
external threats themselves:

“The essence of Finland’s security emerged
as a domestic, systemic and long-term
problematique. Irrespective of their
professional backgrounds, interviewees
raised the issue of the socioeconomic and,
consequently, political sustainability of the
Finnish domestic order under the pressure
of current and future transformations in the
European and global order”

This formulation highlights two tendencies:
First, the real challenge of adapting to quick
European and global change is so far from

the traditional understanding of threat

that the author chose the more suitable

term problematique. Second, it shows how
inseparably linked domestic and transnational
challenges are: Transnational factors impact
on domestic environments, where they are
perceived as domestic threats. That these
findings are not limited to European countries
is shown by the Mongolia Study that notes that
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“90 per cent of the threats identified as most
relevant by the interviewees were domestic
threats” (Mongolian Study) These conclusions
were confirmed by the Spanish Study that
counted “increasingly blurred” borders as

a factor which “will be key to shaping the
world of tomorrow” While the economic and
financial crisis is addressed in almost all studies,
transformation states, Russia, EU states and
the United States exhibit different patterns of
concern and threats perceived.

Perceptions of internal threats by
transformation states

The perception of internal threats by the
governments of transformation states focuses
on their comparatively ineffective systems

of governance and their weak and weakly
legitimized institutions. Thus the Kyrgyz Study
enumerates a long list of “internal threats”, the
items of which refer mainly to weak governance
and its conditions and consequences:

“1. Exacerbation of separatist trends, inter-
ethnic tensions and ethno-regionalism and
localism. 2. Worsening of the educational
and cultural quality of the population in light
of the rising influence of non-traditional
religious groups [...]. 3. The ineffective
system of governance. 4. Economic crisis and
energy vulnerability. 5. Corruption and the
growing scale of the black economy. 6. The
level of crime, drug and alcohol abuse and
unemployment”. And: “The main problem
and source of key threats to the statehood” is
said to be “the state of the political elite”

Or, in the words of the Kyrgyz President
Atambayev: “[T]he main enemies of Kyrgyz are



Kyrgyz themselves” (quoted from Kyrgyz Study).
These threat perceptions are echoed by those
contained in the Mongolian Study:

“Threats to internal security: 1. Corruption.
2. Party-centred political system. 3. Eroding
legitimacy of government [...]. Threats to
economic security: 1. Economic dependence.
2. Energy security threats [...]. Threats to
human security: 1. Threats to food security
[...]. 3. Threats to drug security [...]. 4.
Ecological threats [...]. 5. Decline of national
values, traditions and social ethics”.

In the view of the Mongolian Study, these
threats emerged “due to the changes in national
values, social stratification, dependence on the
two neighbours in terms of energy and mining
exports, loss of state control and a poor system
of responsibility” A third threat perception from
Ukraine, a country that is roughly comparable
with respect to its transformation level, is
formulated as follows:

“According to the new edition of the National
Security Strategy, the most urgent challenges
of today’s national security are the internal
challenges, such as: ineffective and weak
public authority (violations of the rule of

law, ineffective judiciary, crisis of civic
credibility to the public authority, human
rights infringement, inadequate addressing of
conflict escalation), the non-competitiveness
of the national economy [...] the decline of
the welfare state, social tensions and protest
behaviour [...] spreading of corruption”

Even before the February 2014 crisis in
Ukraine, it was assessed, that “under certain
conditions, there is a risk of the emergence of a

Threat Perceptions in the OSCE Area

crisis situation that could have the potential to

escalate into military conflict” (Ukraine Study)

However, that does not mean that the events in
Crimea in March 2014 were foreseen by this or
any other study.

The Albanian list of threats perceived during the
expert interviews is quite comparable:

“1. Organized crime. 2. Corruption, 3.
Economic and financial crisis, [...] 5.
Natural and manmade disasters, 6. Political
instability, [...] 8. Erosion of religious
tolerance, 9. Criminality”.

In the Serbian Study we read that

“the greatest number of threats comes from
the political sector. This is an indicator of
the weakness of state institutions” And:
“The common theme or cause of insecurity
for listed threats is inadequate governance
capacity to manage crises and to provide
services to all citizens”.

It is important to note, that the studies from the
five transformation states, Albania, Kyrgyzstan,
Mongolia, Serbia and Ukraine, share a strong
focus on domestic threat perceptions and dis-
play many parallel features — weak structures of
governance, weak and poorly legitimized insti-
tutions, corruption and irresponsible behaviour
by political elites. As the OSCE includes at least
a dozen comparable transformation states, these
findings are important.

Perceptions of internal threats by Russia

In the Russian Study we read: “Domestic issues
have become an important part of the broader

15



security policy definition in Russia including
particularly such issues as:

— Challenges to and vulnerability of the
Russian economy to external shocks, due
to its dependence on increasingly volatile
export markets.

— Fears of criminalization of the economy
and endemic corruption.

- High probability of natural and man-
made disasters.

— Instability or even insurgency in some
regions of the Russian Federation,
particularly in the North Caucasus”

The Russian perception of internal threats
shows similarities with the perceptions in the
transformation states, but in addition, focuses
specifically on the vulnerability of the economy
and internal instability.

Perceptions of internal threats by
EU member states

Among the German experts interviewed, the
following domestic threats figured high on the
agenda: “financial and banking crisis, economic
decline, global economic blackmailing, growing
gaps between social groups, between poor and
rich and between people with high and low

education” (German Study). Likewise, the Polish

Study points to the risks stemming from the
economic crisis — radicalization of the society
and possible deepening of disparities within
Polish society, but also between Poland and
other EU member States.

In the case of Spain, “[e]conomic and financial
instability [...] was highlighted by virtually
all interviewees as posing a double — direct

16

and indirect — threat” First, “[a] collapse of
state finances could potentially cripple the
government’s capacity to allocate funds” to
institutions responsible for security. During
interviews this indirect relationship between
overall economic soundness and a well-
endowed security apparatus was stressed as
being particularly acute and relevant for Spain”
Second, “financial instability and economic
weakness directly challenge Spanish security,
as the severe economic downturn has been

a catalyst for social instability, conflict and
uprisings” (Spanish Study).

These concerns were echoed by the Greek
Study:

“What has been rather surprising is that
almost all of the interviewees — professionals
from the foreign policy-defence-security
sector — have expressed concerns about the
impact of the economic crisis, and especially
the very high levels of unemployment (28
per cent for the total population, 60 per cent
for the youth) and the increasing number

of individuals and families living below the
poverty threshold”.

Also in the Latvian perception, “political and
societal threats” figure high:

“1.7: Public disorder/internal disturbances/
threat to public safety and security. [...]

1.10: Organized crime network activities.
[...]. 1.12: Threat to internal administrative
capacity of country. 1.13: Development

of non-democratic processes. [...]. 1.15:
Welfare recession. [...] 1.17: Radicalization of
society / spread of radical ideologies due to
economic, social and ethnic challenges”



In the Slovak Study’s ranking of threat percep-
tions, acquired through interviews, internal so-
cio-economic issues — economic instability, im-
migration, social clashes, ethno-political conflict
and the Roma minority — occupy four of five top
rankings. Finally, the British threat perception
focuses on natural disasters. Thus, in the 2010
Strategic Defence and Security Review, “natural
hazards, including major flooding and pandem-
ics” are ranked among the four “highest priority
risks” (UK Study).

Beyond the general concern that the economic
crisis would damage the social cohesion of
societies, three more specific observations

can be made: First, although countries such

as Greece, Latvia or Slovakia are EU member
states, they share a number of characteristics
with the transformation states dealt with in
the last paragraph, though to a substantially
lesser degree: They represent weak economies
and still harbour a number of institutional and
governance deficits. Second, several studies
stress the danger of an increase in political,
social, cultural or religious extremism as a
consequence of economic and social hardship.
Third, the economic weakness of certain
countries exacerbates already existing ethno-
political tensions and separatist tendencies.
Thus, we read in the Spanish Study: “According
to some records, hardship has stimulated an
increased desire for independence by some
parts of Spanish society”. In the Slovak case,
interviewees were divided on the impact of the
economic crisis on ethno-political relations:

“This situation has the potential to grow
into clashes between the ethnic majority
and the Hungarian minority according to
some experts. On the other hand, other
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interviewees do not consider clashes with the
Hungarian minority as a threat. However,
the unbalanced demographic development
and failed integration of the Roma minority
represent a threat according to the majority
of interviewees”

Finally, we read in the Latvian Study: “The
threats to the national identity are more
straightforward. They involve attempts to
heighten separate ethno-cultural identities of
groups within the target state”

Perceptions of internal threats by the United
States of America

The U.S. Study is unique among the studies
of this project in that it deals not only with
threat perceptions related to the OSCE area,
but also with threats to the whole world.
Consequently, the study’s chapter on “Threats
Arising Internally to the United States” does not
so much focus on the relevance of economic,
ecological or governance threats for the U.S,,
but rather on the United States’ ability to
exert global leadership. In this respect, three
features are mentioned: “Isolationism”, “The
“Broken” U.S. Political System” and “Loss of
Competitiveness in Science and Technology”.
Isolationism may result from the fact

“that the ‘costly and ineffective interventions
in Afghanistan and Iraq, plus the War on
Terror, created the perception, shared by
the American leadership and people alike,
that we make a bigger mess when we engage’
(This quote is from an informant who rated
isolationism as the number two national
security threat facing the United States)”
(U.S. Study).
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This concern about the political will is
supplemented by a concern about the ability to
exert leadership: “As one informant succinctly
put it, the worry over the condition of the
American political system is less over the
specific challenges facing the United States
than that ‘the U.S. is losing its structural ability
to cope with challenges’ This concern focuses
largely on the paralysis of the legislative and
budgetary process” And finally: “America’s
potential loss of competitiveness in scientific
and technological fields was stressed as a serious
national security threat by so many informants
that we need to give it a prominent place” (U.S.
Study)

3.2 Perceptions of Transnational
Threats

The analysis of official documents and the
interviews have produced more or less long
lists of perceived transnational threats. Their
key items are summarized in the following
subchapter.

Transnational threats: terrorism

Terrorism is mentioned in all country studies,
although the degree of importance attributed to
it, as well as the contexts into which terrorism
is placed, vary considerably. Terrorism is
mentioned as a threat by Albanian interviewees,
although only in four of the 15 interviews
(Albanian Study). In Russia, “terrorist attacks
against the state or society or against critical
infrastructure” are ranked among the “top five
most challenging transnational security threats”
(Russian Study). Also in the UK, terrorism
ranks among the four priority risks: “Within

Europe, the UK has a long history of dealing
with terrorism since the time of the Troubles
in Northern Ireland” (UK Study) In the more
recent past, there “was less a focus on foreign
born threats to security, [...] but rather the
focus was on the young Muslim men raised

in London, Birmingham and northern cities
like Leeds that had been radicalized through
foreign-born preachers” (UK Study) And in
Germany, “international and Islamic terrorism”
is “qualified as one of the “greatest” threats by
the Federal Ministry of the Interior” (German
Study) In Spain, the terrorist attacks in Madrid
on 11 March 2004

“had profound implications for Spanish
national security [...]. First, the 11-M attacks
contributed to fostering already existing
considerations to withdraw the Spanish
military presence from Iraq, as well as

to downscale, in general, Spain’s military
commitments abroad. Second, the attacks
contributed to shifting the centre of attention
and financial and other resources from
Basque nationalist terrorism to identifying,
neutralizing and dismantling dangerous
Islamist cells” (Spanish Study)

More recently, there has been concern in Spain
about Spanish citizens returning from Syria,
who had fought as jihadists there. However,
there are also a number of states that assess the
relevance of transnational terrorism as rather
low, as far as their own countries are concerned.
Thus, the Finnish Study states: “While the threat
of international terrorism in Finland remains
low, the rising number of persons that may
have terrorism-related connections and the
increasing threat of terrorism in neighbouring
areas must be monitored”



This is echoed by the U.S. Study that
distinguishes between terrorist threats against
the United States and its allies:

“International terrorism and transnational
organized crime are given widely varying
weights as threats to the U.S., with more
informants considering their capacity to
destabilize friends, partners and entire
regions as their primary threat, rather than
their ability to strike directly at American
interests”

Also the “majority of respondents” in the Polish
Study “perceived terrorism as posing no threat
to Poland’s security” with the exception of where
the “security of Polish forces participating in
international peace or stabilization operations is
concerned” An even stronger accent of dismissal
of a terrorist threat was expressed in the Dutch
Study: “What is noteworthy is that terrorism

is missing from the list of threats that were
mentioned more than twice. If terrorism was
mentioned it was usually because of the negative
consequences of an overreaction to terrorism.”

Some countries have put their terrorism-related
threat perceptions in the context of other
external or internal threat perceptions. In the
Turkish Study, we read: “Turkey, as a country
which has been exposed to different types of
terrorist threats for more than 30 years, is

an example where the ideology and methods

of terrorist movements can be observed
extensively.” (Turkish Study) In the Georgian
perception, terrorism is linked with activities of
Russia: “Another important issue is the threat
of terrorism. The new document declares that
‘Russia uses [South Ossetia and Abkhazia]

for recruiting and training terrorists with the
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aim of carrying out terrorist acts on Georgian
territory” (Georgian Study) This means that
the Georgian threat perception is less related
to transnational, but more to international
terrorism — terrorism sponsored by a state. By
contrast to these perceptions that are mainly
related to external threats, the Greek Study
frames terrorism as an internal threat:

“Concern was expressed about domestic
terrorism, which is, according to experts

as well as the authorities, in a transitional
phase, characterized by blind rage and fewer
inhibitions regarding the use of force”

Overall, it is interesting to observe how different
are the contexts and the relative importance of
terrorism as a perceived transnational threat,
mentioned in almost any country study. For
some countries, terrorism is of salient relevance,
for others of little importance, at least with
respect to their own territories. Whereas
terrorism is usually put in the context of other
transnational threats, some states perceive links
between terrorism and external military threats.

Transnational threats: organized crime and
trafficking

Organized crime is top-ranked in the threat
perceptions of Albanian interviewees,
mentioned in 12 of 15 interviews, followed by
corruption mentioned in ten interviews (cf.
Albanian Study). The Turkish Study points to the

“close connection between terrorism and
organized crime. Terrorism in contemporary
terms needs strong financial support, high
tech weapons and an expensive organization.
Trafficking in drugs and human beings, arms
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smuggling, and money laundering are major
revenue sources for terrorist groups and the
financing of terrorism”

In Serbia, the “strategies [2009 National Security
Strategy and 2009 Defence Strategy] identified,
among other things, organized crime and
corruption as serious threats to the society’s
and country’s development” (Serbian Study).

In the Russian “top five most challenging
security threats” we find two crime items,
namely “transnational organized crime” in
general and “illegal narcotics trafficking” in
particular (Russian Study). This is echoed by
the Georgian Study, which notes that another
“important threat for Georgia’s national security
is the level of crime in the occupied territories,
which creates fertile soil there for transnational
crime” Thus, in the same way as with terrorism,
organized crime is linked with the perception
of a threat by Russia. And also in Kyrgyzstan,
two of the eight perceived internal threats —
“corruption and the growing scale of the latent
economy” and “the level of crime, drug and
alcohol abuse and unemployment” — are related
to organized crime (Kyrgyz Study). Likewise,
“organized international crime” is mentioned

in Polish strategic documents (Polish Study).

In Germany, too, “criminal networks” are
mentioned, among, however, many other items
listed in the 2011 Defence Policy Guidelines
(German Study). Almost the same thing
happens in the Finnish Study, where “organized
crime in different forms, drug and human
trafficking” is part of a longer list comprising
many issues.

All in all, one can observe that the salience of
perceived threats of organized crime depends
on the level of governance. Where institutions
are weak and corrupt, crime is a prominent

problem. This is substantially less so the case in
more developed countries with functioning law
enforcement institutions.

Transnational threats: migration

While illegal immigration has been
mentioned again and again in longer listings
of transnational phenomena (cf. Finnish and
German Studies), some states in our sample
have more urgent threat perceptions with
respect to illegal immigration. In the Greek
Study we read:

“All interviewees included irregular
immigration on their lists of challenges to
Greek security” And: “Today there may be

as many as one-and-a-half million economic
immigrants from South-Eastern Europe

and countries such as Egypt, Nigeria and
Pakistan in Greece, although more than half
of them originate from Albania. This number
comprises approximately 10 to 15 per cent of
the total population of 11 million”

Also in the Spanish Study “[c]oncern was
expressed about migration exceeding the
absorption capacity of Spanish immigrant
reception centres, the society and the economy”
Likewise, the Latvian Study notes “threats to
the border of the Republic of Latvia as the outer
border of EU and NATO” in the sense of an
over-stretch by immigrants.

In the Turkish Study we find comparable
perceptions:

“Turkey is on a major migration route
with ever-increasing numbers of illegal
immigrants from its economically and
politically unstable East trying to cross its



territory towards Europe. Nearly 700,000
illegal migrants were apprehended in
Turkey within the period 1995-2007. Illegal
immigration is basically being conducted by
organized networks”

More recently, the “asylum-seeker inflow from
Syria has created and will also continue to
create security risks and threats for Turkey in
the mid- and long-term” (ibid.)

Illegal immigration is also mentioned in the
Polish Study, however, in rather hypothetical
terms. At the same time, the study points to
threats from migration in general, namely
increased flows of population from and out of
the country. Coupled with a decreasing birth
rate, migration is perceived as a potential
destabilizing factor for the country’s social
structure and public pension system.

In general, one can conclude that migration
issues in general and illegal immigration in
particular concern different states in quite
different ways. For many countries, this is
perceived as one problem among others, but for
a few countries it is of key importance.

Transnational threats: cyber threats

The more developed countries, in particular,
assess cyber threats as a serious issue. In the
Finnish Study we read: “Cyber threats pose a
wide-ranging and serious challenge” (Finnish
Study). Also the “German Defence Guidelines”
list “possible threats to critical infrastructure
such as information technology” (German
Study) Consequently, Germany has adopted a
national cyber strategy. Also Spanish officials
attributed ever greater importance to cyber
threats (Spanish Study). In the Polish perception
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“[pJossible cyber-attacks are unquestionably at
the top of the threat list” (Polish Study). Also in
the British perception, “cyber security, which
addresses threats from States, criminals and
terrorists” ranks among the top four threats (UK
Study). Finally, the U.S. Study reads as follows:

“Cyber threats were the first category
addressed in the Worldwide Threat
Assessment of the United States Intelligence
Community. Informants generally considered
the broad category of cyber threats to be
significant and high on their list, but for
widely different reasons. For one informant,
who rated it the top threat, corporate
espionage had the potential to damage the
U.S. economic position worldwide [...]. From
a defense point of view, state-sponsored
cyber threats were rated the number two
threat by several informants”

Also in the ranking list of Dutch interviewees
the “vulnerability of ICT infrastructure” and
“cybercrime” figure rather high in the 4™ and 8™
place (Dutch Study).

Traunsnational threats: other issues

Resource scarcity is named as a threat by a
number of countries, for example Finland and
Germany (cf. Finnish and German Studies). The
Polish Study also mentions resource dependence
with a focus on energy. Climate change and
infectious diseases are also occasionally
mentioned (Finnish, German, Polish and UK
Studies). The U.S. Study nicely describes the
usual management and, at the same time,
neglect of these issues:

“As mentioned above, few informants
mentioned climate change and pandemic
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disease on their list of threats, though more
felt regrets about leaving them off the list.
One informant decried the “woeful attention”
to these threats, and another charged that

no adequate policies or mechanisms have
been put in place to deal with either of these
potential catastrophes”

From a completely different perspective,
German officials saw weak, failing and failed
states as one of the greatest security risks
(German Study). The U.S. Study mentions the
“Challenge of Autocracy” as a transnational
threat:

“A number of informants who did not worry
directly about China and Russia found

a threat in the challenge to democratic

values posed by linkages among regimes
characterized by autocratic tendencies as well
as high levels of corruption”

While this goes beyond what is usually
understood as transnational threats, it
highlights one point of key importance for
the OSCE, namely the question of whether
democracy remains the only legitimate model
of state order in the OSCE area or whether
some hybrid autocratic regimes are successful
in securing some degree of de-facto
legitimization.

Summary: perceptions of transnational threats

Although all states analyzed harbour
perceptions of transnational threats, their
strength and the urgency to address them are
quite unevenly distributed. Almost all of the
more developed states feel strong enough to
deal with these perceived threats. Typically,

these states are not so much concerned with
their own well-being in view of transnational
threats, but rather with that of their allies. On
the other hand, those states which face the most
serious domestic challenges are also hardest

hit by transnational threats. The only exception
to this rule is cyber threats directed against

key infrastructural vulnerabilities of highly
developed societies.

3.3 Perceptions of Threats
from Outside

The perception of external threats is not limited
to military threats, including the proliferation of
weapons of mass destruction, but also includes
a range of other issues from geopolitical
pressure, threats to the territorial status quo,
border disputes as well as spill-over of instability
from neighbouring states. However, the core of
all of these perceived threats is the concern that
organized violence might be used to reach this
or that objective.

Threats from outside: military threats

The large majority of our 18 states analyzed
ordered military threat perceptions in a range
from “no or minimal threat” perceived to “threat
is improbable, but”. At the other end of the
spectrum, Georgia and Greece have very strong
and direct military threat perceptions related

to Russia and Turkey, to which all other threat
perceptions are subordinated.

In the Albanian Study we read: “The NMS
[National Military Strategy from 2007]
emphasizes that the possibility of an armed
aggression against Albania has become



minimal” (Albanian Study). This is echoed by
the German Study that comments

“[wl]ith the end of the East-West conflict there
is no longer any perception of a major military
threat or risk in Germany” And: “The Defence
Policy Guidelines emphasize that a ‘direct
territorial threat to Germany by conventional
military means remains an unlikely event”.
The threat by nuclear weapons is restrainedly
described as follows: “The necessity of nuclear
deterrence will continue to exist, as long as
nuclear weapons can be a threat” (ibid.)

The Mongolian Study also rules out the
possibility of a military threat against that
country:

“In these documents, there are no clearly
defined articles on military threat”
(Mongolian Study) And: “Since Mongolia
maintains an equal and friendly relationship
with both Russia and China and does not
have any territorial disputes or other issues
that may give rise to a conflict, we can
assume there is no imminent threat from our
two neighbours”

Some other states perceive no direct military
threats or say that threats of this kind are
unlikely. A good example for this is the Finnish
Study that formulates its response as follows:

“The threat of large-scale armed aggression
has diminished [according to a government
report], but it cannot be categorically ruled
out over the long term. Military force can

be employed in a limited fashion in regional
and internal conflicts and as an instrument of
power projection.”
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“No interviewee saw a direct or actual
military threat against Finland, even in the
foreseeable future — although no one can
say what may happen in 40-50 years, as one
noted. Most included the issue of military
threat in their list of three items, if not for
any other reason than because it cannot be
ruled out considering the legacy of Finland’s
history and its geopolitical position as well as
its system of territorial defence as identity-
like features. (ibid.)

This quote shows that threat perceptions may
result not only from sober assessments of the
current and future situations, but also from
historical legacies and traditions, as well as from
the institutional structure of defence inherited
from the past.

In the Serbian perception, “the National
Security Strategy and the Defence Strategy do
not foresee major military threats”. However,
“the sources of possible military threats, i.e.
armed clashes, uprisings, or other conflicts
involving the use of armed forces, have not
been entirely eliminated” (Serbian Study) The
key threat perceived, however, is of a political
nature:

“The unresolved status of the Autonomous
Province of Kosovo and Metohija and
secessionist aspirations of the Albanian
national minority are seen as the greatest
threats to the internal security of the
Republic of Serbia” (ibid.)

The Ukrainian Study combined the low
probability of war with the assessment

that a military conflict could happen under
certain conditions. Thus, it notes that “armed
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aggression that could lead to a local or
regional war against Ukraine in the medium
term is considered to be unlikely. However,
under certain conditions, there is a risk of the
emergence of a crisis situation that could have
the potential to escalate into military conflict”

The Russian Study argues in the same direction
and stresses that

“[t]raditional security policy preoccupations
are thus no longer high on the general agenda
of either politicians or experts. The single
exception from this general trend was and
is the expectation that Russian security may
be affected by inter-ethnic or other local or
regional conflict in the proximity of Russian
borders” And: “The 2013 Foreign Policy
Concept of the Russian Federation echoes
this conclusion by noting the ‘diminishing
threat of a large scale war, including of the
nuclear one’”

This trend has been fully confirmed by the
Russian budgetary allocations. “The Russian
state budget has two separate aggregate lines of
approbations for national defence and national
security. The latter includes, in particular,
spending on law enforcement institutions (...),
security agencies, border security, combating
narcotics trafficking, civil protection and
disaster relief, fire security, and migration
policy” (Russian Study) The Russian Study
shows

“that the share of defence in national
budgetary allocations continuously
declined between 1997 and 2014 from
almost 20 per cent to less than 8 per cent
of the consolidated federal budget. At the

same time, the share of national security
appropriations surged from less than 9 per
cent in 1997 to 12.5 per cent in 2014

It is striking that both in the Ukrainian and in
the Russian threat perception a war, as such,

is seen as rather improbable, but that there is,
however, a potential that a regional crisis could
escalate into a war as happened in the case of
the 2008 Georgian-Russian war. However, as
mentioned, neither study related this to the
March 2014 events in Crimea.

Along similar lines, the U.S. Study comments:
“It is worth noting that no part of wider
Europe — the OSCE region “from Vancouver
to Vladivostok” — was seen as a source of
instability or direct threat to the United States”
Although, “[s]everal informants thought
Russia could become a threat if the current
sovereignist leadership were replaced by hard-
line nationalists”, they most specifically denied
that Russia was a threat; when U.S. officials
identified any country as a potential direct
military or security threat to the U.S., it was
invariably China” (ibid.). Also from the Spanish
perception,